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Privacy Policy 
 

As part of our daily operations, we need to collect personal data in order to offer and provide 
products and services aligned with the values, interests, and profile of each investor. 

We are committed to respecting the confidentiality of information and individual privacy; 
therefore, this Policy outlines how personal data processing operations are conducted at XP 
Inc. and its subsidiaries and affiliates ("XP"). 

We emphasize that our Privacy Policy is regularly reviewed to ensure compliance with laws, 
regulations, and new technologies, and to reflect changes in our operations and business 
practices. It is important that you regularly access this policy and take note of the update date 
listed below. 

This Privacy Policy applies to personal data processing activities involving clients, prospective 
clients, investment advisors and consultants, job applicants, and visitors to XP Inc. Group 

offices, our websites and applications, or systems used for customer service (e.g., WhatsApp, 
email, online chat, etc.). 

 

1. General Considerations 

XP respects the privacy of all personal data subjects and is committed to taking all possible 
measures to reasonably ensure the protection of the personal data collected and used. 

All information is handled in accordance with applicable data protection laws and regulations, 
including Law No. 13.709/2018 (the “LGPD”). 

Technical and organizational procedures are in place to ensure that your personal data remains 
secure at all times. As part of these procedures, we regularly train and raise awareness among 
all our employees regarding the importance of maintaining, safeguarding, and respecting your 

personal information. We take breaches of personal data privacy very seriously; therefore, we 
constantly monitor for issues and have appropriate disciplinary measures in place for any 

instances of non-compliance. 

2. How Data Is Collected and Used by XP 

XP may use various methods to collect personal data, such as: forms, questionnaires, email, 

websites, mail, applications, telephone, contracts, and the submission of personal documents, 
among others. 

The types of personal data collected depend on the channel used by the data subject and the 

intended purpose, as described below: 

2.1 Data collected by the Sites and Applications 

Information collected from users when using the Sites includes: 

I. Information regarding the user's access browser; 

II. Internet Protocol (IP) address; 

III. Date and time of access; 

IV. User location; 

V. User actions on the site. 
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Information collected from users when using the Application includes: 

VI. Mobile device model and the operating system used for access; 

VII. Internet Protocol (IP) address; 

VIII. Date and time of access; 

IX. Application version; 

X. User's connection provider; 

XI. User geolocation data (when authorized and enabled via mobile device); 

XII. User actions within the Application; 

XIII. Facial biometrics. 

The collected data are used for the purposes set out in section 3 of this document. 

 

2.2 Data collected for account opening and service 
provision 

To register on our websites and applications and subsequently create an account, the following 
data must be provided: 

I. Full name, email address, CPF (Individual Taxpayer Registry number), date of birth, 
and mobile phone number; 

II. ID card number and issuing authority; or 

III. Driver's license (CNH) and security code; or 

IV. RNE (National Foreigner Registry number); 

V. Date of issue and state (UF); 

VI. Gender and marital status; 

VII. Mother's name and father's name (optional); 

VIII. Indicate whether: 

a. Is a person affiliated with XP Investimentos; 

b. Is a US Person; 

c. Has tax residence in other countries; 

d. Is a politically exposed person; 

IX. Postal code, address, street number, address details/unit number, State, City, 

Neighborhood, Nationality; 

X. State of birth and city of birth. 

During the provision of our services and in the handling of matters related to your account, we 
may collect the following information: 

II. Monthly income, financial investments, and other sources of income; 

III. Real estate and movable assets; 

IV. Indication of whether you hold a private pension plan in your name; 

V. Source of funds to be invested (income from professional occupation, inheritance, 
donation, division of assets (divorce), retirement, property rental, or others); 
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VI.        Types of products/services you intend to acquire through XP (Fixed Income 
investments, Variable Income investments, derivatives, investment funds, foreign exchange, 
insurance, private pension plans, or others); 

VII. Professional occupation and, if currently employed, the company name and CNPJ (Tax 

ID), where applicable; 

VIII. Biometric data (facial photograph or fingerprint, depending on the capabilities of the 
specific mobile device); 

IX. In specific situations, a photo of your face alongside an identification document to 
proceed with the registration process; 

X. Data related to your customer service interactions, including but not limited to your 
voice, image, transcripts of interactions via our channels, and any other necessary information. 

 

2.3 Data collected from users interested in becoming a 
Partner Advisor 

I. Full name, age, CPF (Individual Taxpayer ID); 

II. Mobile phone number, email address; 

III. Indicate whether you have prior professional experience in the financial sector; 

IV. State your profession/field of work and academic background; 

V. City and State; 

VI. Describe your professional background and future plans; 

VII. Indicate whether you would like to visit a nearby office. 

We may request additional personal information if deemed necessary for the accreditation 
process, as well as biometric data should access to XP’s physical premises be required. 

 

2.4 Data collected from users interested in becoming an 
Investment Consultant 

I. Full name, age, CPF (Individual Taxpayer ID); 

II. Mobile phone number, email address; 

III. Indicate whether you have prior professional experience in the financial sector; 

IV. Indicate your profession/field of work and academic background; 

V. City and State; 

VI. Describe your professional background and future plans; 

VII. Indicate whether you would like to visit a nearby office. 

We may request additional personal information if deemed necessary for the accreditation 
process, as well as biometric data should access to XP’s physical premises be required. 
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2.5 Data collected for job applications 

I. Full name, ID number (RG), Tax ID (CPF); 

II. Gender, Date of Birth, Marital Status; 

III. City, State, Country, Postal Code, Address; 

IV. Telephone, e-mail; 

V. Social media (including LinkedIn, Facebook, Instagram, and others); 

VI. Annual compensation; 

VII. Indicate whether you have children; 

VIII. Certifications; 

IX. Describe how you learned about the vacancy; 

X. Indicate whether you are a person with a disability (PCD); 

XI. Information on previous employment: Company name, start date, end date, and 
position held; 

XII. Education (Undergraduate degree – completion date/expected completion date, type 
of course, Institution – Name, City, etc.). 

We may request additional personal information if we deem it necessary for the recruitment 
process. 

 

2.6 Data collected for the performance of the employment 
contract 

In addition to the data collected under item 2.5 during the selection process, should an 
employment or service provision relationship be established, the following data may also be 
collected: 

i. Employment and Social Security Record Book (CTPS); 

ii. PIS/PASEP; 

iii. Bank account; 

iv. Health information; 

v. Biometrics; 

vi. Racial self-identification; 

vii. Sexual orientation; 

viii. Data regarding spouse and/or parents and/or children; 

ix. Voice. 

We may request additional personal information if we deem it necessary for the performance 
of the employment contract, the provision of services, or the provision of benefits. 
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2.7 Data that may be collected for the provision of 
investment advisory services by XP  

In addition to the data cited above in items 2.1 through 2.3, during the performance of 
activities related to investment consulting—pursuant to CVM Resolution No. 19/2021—we may 
request the following additional information for the execution of the contracted services: 

I. Account statements from other financial institutions; 

II. Transaction reports from other financial institutions; 

III. Specific information for investment consolidation; 

IV. Information to supplement wealth planning. 

 

2.8 Data that may be collected for events organized by XP 

V. Full name, CPF; 

VI. City, State, Country, Postal Code, Address; 

VII. Telephone, e-mail; 

VIII. Investment range (declared net worth); 

IX. Image data (photograph and/or video footage). 

 

3. Purposes for the use of your personal data 

XP may process your personal information for the following purposes: 

I. For account creation on our platform 

We need to verify your identity to validate you as a customer; this may include credit 
or identity checks performed by third parties. The use of your personal data is 
necessary to identify you, as we are legally required to comply with "Know Your 
Customer" (KYC) protocols and other regulatory obligations. 

II. For the performance of contracted services 

After opening an account on our platform, it will be necessary to use your personal 
data to perform our services and fulfill our obligations. We will use the information to 
process orders and the purchase/sale of products (e.g., fixed income, variable income, 
pension plans, insurance, asset management, investment funds, financing, etc.) as 
requested and based on the contractual relationship with our clients, thereby fulfilling 

our contractual obligations. 

III. For recruitment and selection purposes 

If the data subject applies for one of our vacancies, it will be necessary to use their 
personal data to analyze résumés and determine whether the candidate will proceed 
in the selection process. 
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IV. For the performance of the employment contract and the service provision 

contract 

If the data subject accepts the job offer or the proposal for the provision of services, 

it will be necessary to use their personal data to draft and execute the contract, as 
well as to provide employment benefits, where applicable. 

V. To comply with a legal and/or regulatory obligation 

There are various legal obligations arising from applicable laws to which we are subject 
(e.g., financial services legislation, tax laws, etc.). There are also various supervisory 
authorities whose laws and regulations govern our operations. Such obligations and 

rules require us to carry out personal data processing activities for credit checks, 
identity verification, compliance with court orders, tax laws, and other obligations. 

VI. For sending communications and satisfaction surveys 

We may send transactional communications related to the products and services you 
have contracted, including notifications regarding financial transactions and stages of 

registration processes initiated by you. These communications may be necessary to 
comply with legal, regulatory, and contractual obligations, as well as to perform the 
services you requested, and are essential for the security and transparency of the 
services provided by XP. 

We may also send satisfaction surveys to evaluate and improve our products and 
services, based on our legitimate interest in understanding the customer experience 
and ensuring that our products and services are delivered with the highest level of 
quality. 

Furthermore, we may send communications to potential clients who have started the 

account opening process but have not completed it, with the aim of providing support 
during the registration journey, answering any questions, among other purposes. Such 

communications will be conducted based on our legitimate interest, while respecting 
the fundamental rights and freedoms of the data subjects. 

VII. For the use of our customer service channels and continuous improvement 

To address and respond to requests, inquiries, and complaints, as well as to provide 
appropriate guidance during customer service interactions, it may be necessary to 

process personal data. This enables your identification and the logging of interactions 
conducted through our service channels (such as WhatsApp, email, online chat, service 
forms, and others). In doing so, we aim to meet our customers' needs in a more 
targeted manner and foster the continuous improvement of our products and 
services—benefiting the data subjects directly—while also complying with obligations 
mandated by regulatory bodies. 

VIII. For behavioral analysis on our Websites, Applications, and Customer Service 
channels 

Our Websites, Applications, and customer service channels may contain data analysis 
tools that allow us to analyze behavior, with the aim of ensuring the quality of our 
platforms and providing the best user experience. In some cases, such information 
may be collected in an anonymized manner, such that it does not allow for the 

identification of the data subjects and, therefore, is not considered personal data under 
the General Data Protection Law (LGPD). We will inform you regarding any collection 
of non-anonymized behavioral information. For more information on the use of these 
technologies, please also consult our Cookie Policy. 
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IX.  For advertising purposes 

We may use your personal data to ensure you remain well-informed so that you can 
make investments securely. In this way, we may share relevant content regarding the 

products and services we offer that may be of interest to you—thereby promoting our 
activities—via email, SMS, WhatsApp, or other available channels. 

X. To ensure asset security and physical safety 

If you visit our facilities, we may capture your image via our monitoring systems for 
security reasons and collect your biometric data for access control purposes. 

The internal premises of XP Inc. Group companies utilize facial recognition access 
control systems. Accordingly, all employees, third parties, and service providers must 
be pre-registered at each controlled location to be granted access. 

XI. Para credenciamento interno dos Assessores de Investimentos Parceiros  

Caso queira ser um de nossos Assessores de Investimentos Parceiros, necessitamos 
coletar seus dados pessoais para que possamos executar o processo de 
credenciamento internamente e realizar validações exigidas por Órgãos Reguladores.  

XII. Internal accreditation of Partner Investment Advisors 

If you wish to become one of our Partner Investment Advisors, we need to collect your 
personal data in order to carry out the internal accreditation process and perform 
validations required by regulatory bodies. 

XIII. To provide a guarantee of fraud prevention and security for data subjects 

We need to process personal data and sensitive personal data (such as biometric data) 

to ensure and enhance our fraud prevention controls and data protection measures, 
thereby preventing potential crimes and fraudulent activities and implementing 
safeguards against account takeovers and for asset security. 

Facial biometrics may be collected to enable access to certain features, products, and 
services via the application. The biometric data used—whether for in-app 
authentication or for the aforementioned purposes—is collected to prevent fraud 
against our customers and to validate their data. This information may be stored on 
the mobile device itself (using methods specific to the device's technology) and/or 
within environments managed by XP or an approved service provider to facilitate this 
service. 

XIV. For the safeguarding of legitimate interests 

We process personal data to safeguard our legitimate interests, while respecting the 

principles of purpose and necessity. Some of the activities carried out based on this 
legal ground include: 

a. Initiate legal claims and prepare our defense in litigation matters; 

b. Analyze financial transactions to prepare strategic reports; 

c. Implement monitoring systems for our facilities for security purposes; 

d. Adopt measures for business management, platform performance 
optimization, and the development of products and services; 

e. Share your personal data with XP Inc. companies to update or verify your 
personal information in accordance with anti-money laundering regulations; 
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f. Enhance our services to improve the customer experience and provide 
customized offers and channels featuring products suited to your profile. 

XV. For Open Finance purposes 

We may also collect data through Open Finance, in accordance with the purposes and 
subject to the terms and conditions presented to you at the time your consent is 
obtained; such data may be used and processed by XP Inc. Group companies to fulfill 

said purposes, as set forth in this Privacy Policy. 

XVI. Consolidation of Investments 

We may also collect data via transaction statements and position reports from various 
institutions and regarding exotic assets, in accordance with the purposes and subject 
to the terms and conditions presented to you at the time your consent was obtained; 

such data may be used and processed by XP Finanças to generate the consolidated 
report and fulfill said purposes, as set forth in this Privacy Policy. 

3.1 Obtaining Your Consent  

If the processing of any personal and/or sensitive data requires your consent, you will be 

clearly and explicitly informed at the time of data collection, and your authorization will be 

obtained via a consent form (physical or digital).  

Consent may be revoked at any time through our customer service channel. Click here or visit 
[https://atendimento.xpi.com.br/] to submit your request; then, in the field “What topic do 
you need assistance with?” (Sobre qual tema deseja atendimento?), select LGPD > Revocation 
of Consent. 

3.2   Processing of Children's and Adolescents' Data 

The processing of personal data concerning children and adolescents is limited to the minimum 
necessary for the provision of our services, given that the account opening process in these 

cases follows a specific workflow designed to ensure compliance with the LGPD. When a 
request to open an account for a minor is identified on our portal, the user is directed to a 
specific workflow requiring a parent or legal guardian to complete and sign a consent form. 
Only upon fulfillment of this requirement—and following internal validation—is the account 
opening finalized; the child’s or adolescent’s data is then used in accordance with the 
intermediation agreement established with the legal guardian and in compliance with the data 
processing purposes set forth in this document. 

Personal data of adolescents may also be processed in connection with the hiring of 
apprentices; in such cases, consent from a parent or legal guardian is also required, and 
processing is limited to the minimum necessary for contract performance, the provision of 

benefits, and compliance with legal obligations. 

 

3.3 Use of Artificial Intelligence-Based Solutions 

We may use artificial intelligence-based solutions and tools to support operational, analytical, 
customer service, security, fraud prevention, product and service enhancement, and data 

subject experience improvement activities, always in compliance with applicable legislation 
and observing the principles of purpose, necessity, adequacy, transparency, and security. 

 

https://atendimento.xpi.com.br/%23formulario
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4. Compartilhamento de dados pessoais 

Subject to the criteria defined in this Policy, we inform you that XP will not disclose the personal 
data of its clients, prospective clients, partner investment advisors, job applicants, or visitors 
to XP Inc. Group offices to a third party, except: 

a. to comply with necessary measures under applicable laws, rules, or regulations; 

b. where there is an obligation to disclose; 

c. to enable the provision of our services and/or the offering of products from the portfolio 
of XP Inc. Group companies; 

d. to optimize our products and services; 

e. for the performance of employment contracts, service agreements, and/or the 

provision of employee benefits entered into by the XP Inc. Group; 

f. to comply with legal and/or regulatory obligations; 

g. to pursue our legitimate interests requiring such disclosure; or 

h. at the client's request, subject to their consent. 

Third-party organizations with which we share personal data for the provision of services on 

our behalf must process such information in compliance with applicable legal and regulatory 
obligations. Furthermore, we require such organizations to adopt appropriate measures to 
protect personal data, acknowledge the sensitivity of such information, respect the rights of 
data subjects, and comply with applicable legislation regarding personal data protection and 
privacy. As part of the use of your data for the aforementioned purposes, we may occasionally 
disclose your personal information to: 

a. Other companies within the XP Inc. Group, within the scope of the purposes established 

in this policy; 

b. Third-party entities, such as commercial service providers, agents, business partners, 
and specialized consultants engaged for administrative, financial, legal, security, 
research, audit, and other services; 

c. Business counterparties, credit providers, courts, supervisory bodies, and regulatory 
authorities; 

d. Payment service providers and/or banking institutions, for the generation and 
management of payments; 

e. Where applicable, specific individuals or companies, subject to the collection of your 
consent; 

f. Participating entities—including those belonging to the XP Inc. Group—within the Open 
Finance ecosystem, as authorized by you upon acceptance of the Open Finance terms 

and conditions presented during your app journey. 

 

5. International data transfer 

XP transfers your personal information internationally, particularly for the purpose of hosting 

the databases required to fulfill the objectives listed in section “3. Purposes for using your 
personal data,” as well as to comply with the terms of service agreed to by the data subject. 
Such transfers to other countries are conducted in accordance with the mechanisms and 
requirements set forth in applicable legislation, including the LGPD. Whenever possible, we 
prioritize transfers to countries that maintain adequate levels of personal data protection or 
have equivalent legislation. Countries to which data may be transferred include, for example, 
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European Union member states, the United Kingdom (UK), Japan, Israel, and the United States 
(USA), without prejudice to other destinations that meet applicable legal requirements. 

The international transfer will be carried out securely, using methods approved by XP and in 

accordance with information security best practices. Data will be transferred and retained only 
for the period strictly necessary to achieve the purposes disclosed to the data subject and for 
as long as there is a legal basis justifying the processing, in compliance with the retention 
periods mandated by the regulatory and supervisory bodies to which XP is subject. 

Furthermore, XP will transfer personal data to third parties only upon verification of compliance 
with applicable data protection laws, establishing specific clauses to ensure appropriate 
processing—in accordance with Brazilian legislation—and solely to fulfill the purposes disclosed 
to the data subjects 

6. Personal data security and privacy 

XP is committed to safeguarding and handling the information of our clients and other data 
subjects by employing measures designed to ensure the protection, privacy, integrity, 
availability, and confidentiality of the personal data processed within our environment. We also 
implement measures to identify, protect against, detect, respond to, and prevent incidents in 
our technological environments. For instance, we encrypt or anonymize certain sensitive 
personal information and require our vendors to protect such information against unauthorized 

access, use, and disclosure. For more information, please visit our Cybersecurity Policy, 
available on our website. 

7. Storage of personal information and retention period 

XP will retain your personal information for as long as necessary to fulfill the purposes for 
which the data were collected and processed, or for other legitimate reasons justifying their 

retention, including compliance with legal, regulatory, and contractual obligations and the 
regular exercise of rights. 

8. Data Subject Rights 

The LGPD establishes that you, as the personal data subject, are in control of your information. 
Therefore, the Law grants you certain rights, which can be exercised by making a request to 
XP here. 

8.1  Access to your Personal Data 

 
If you wish to access the personal data processed in our environment, please click here. Once 
the information has been processed, your report will be sent directly to the email address 

registered in our system. 

 

8.2 Updating or correcting your Personal Data 

 
Account details can only be updated via the logged-in area of the XP website or app. Learn 
more by clicking here. It is important to note that client records across the XP Inc. Group are 
unified; therefore, if the account holder has a relationship with more than one Group company 
(e.g., Rico, Clear, XP, others), any change requested with one company will be applied to the 

https://atendimento.xpi.com.br/#formulario
https://privacy-central.securiti.ai/#/dsr/07fa3ea7-9d2d-4604-8acd-9d084872bcd1
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others. For employees, personal data updates and corrections can be made through the Gente 
XP system. 

8.3 Cancellation of the processing of your Personal Data 

If you are a client and wish for us to stop processing your personal information, please access 
the logged-in area of the website and request the closure of your account. Please note that, 
even after account closure, we are required to retain your personal data to comply with legal 
and regulatory obligations for the period mandated by regulatory bodies, such as the Central 

Bank or the CVM. 

If you are not yet a client and wish for us to stop processing your personal information, please 
click here or access our form via the website [https://atendimento.xpi.com.br/], select the 
"Form Submission" option, and—under the "What topic do you need assistance with?" field—

select either "LGPD > Unsubscribe from marketing communications" (to unsubscribe from 

communications regarding product/service offers, new content, and marketing) or "LGPD > 
Deletion of Personal Data" (to request the deletion of data processed based on your consent). 

If you are an employee, please be advised that it is not possible to cancel the processing of 
personal data while your employment contract is in effect, as doing so would make the 
employment relationship unfeasible. Following the termination of your employment contract, 
we are required to retain your personal data to comply with legal and regulatory obligations 
for the period mandated by regulatory and social security authorities. Once this period has 
elapsed, the data will be deleted—using secure disposal methods—or used in an anonymized 
form. 

8.4 Deletion of your Personal Data 

Please note that if your XP account has already been closed, you do not need to request the 
deletion of your personal data. Once the statutory retention period has expired, your data will 
be deleted using secure disposal methods or used in an anonymized form for statistical 
purposes. 

If you have applied for a job at any XP Inc. Group company and do not wish for us to keep your 
information in our database, you may submit a request by clicking here. 

If you are an employee, please be advised that following the termination of your employment 
contract, we are still required to retain your personal data to comply with legal and regulatory 
obligations. Once this period ends, the data will be deleted using secure disposal methods or 
used in an anonymized form. 

For situations other than those listed above, you may submit a request by clicking here; then, in 
the field "What topic do you need assistance with?", select LGPD > Deletion of personal data. 

8.5 Cancellation of the sending of targeted offers for XP 
products and services 

Caso você não deseje mais receber comunicações relacionadas a produtos ou serviços 

oferecidos pela XP, você poderá sinalizar sua preferência por meio do próprio canal de 

recebimento (e-mail, WhatsApp, SMS, entre outros). Você será automaticamente direcionado à 

uma Central de Preferências, onde poderá registrar a sua escolha. 

If you no longer wish to receive communications regarding products or services offered by XP, 

you may indicate your preference via the communication channel itself (e.g., email, WhatsApp, 

https://atendimento.xpi.com.br/#formulario
https://atendimento.xpi.com.br/#formulario
https://atendimento.xpi.com.br/#formulario
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SMS). You will be automatically directed to a Preference Center, where you can register your 

choice. 

9. Contatos 

If you have any questions, complaints, or suggestions regarding the terms of this Privacy Policy 
or the processing of your personal data, please click here or visit 
[https://atendimento.xpi.com.br/#formulario] to submit your request. Then, in the “What topic 
do you need assistance with?” field, select LGPD and the specific subject you wish to address. 

If you are an employee, please consult our Data Protection Policy on the intranet, where you 
will find information regarding internal communication channels. 

In addition to the details of the request, the data subject must provide their name, CPF 
(Individual Taxpayer ID), and email address. This information is required to identify the requester 
and to send the subsequent response. 

 

• Personal Data Processing Officer: Júlia Azevedo Duarte 

• Channel: https://atendimento.xpi.com.br/#formulario 

 

10. Legal Notice 

XP is not liable for the misuse or loss of personal data to which it does not have access or over 
which it has no control. We are also exempt from liability regarding the illegal or unauthorized 

use of such information resulting from the misuse or misappropriation of your access 
credentials, negligent or malicious conduct, or acts or omissions by you or by someone 
authorized to act on your behalf. 

 

https://atendimento.xpi.com.br/#formulario
https://atendimento.xpi.com.br/#formulario

